Self Service

Password
Resets

Register for self service password resets

To make sure you can reset your Exeter College password in the future, you need
to sign up to the Self Service Password Reset service. It's really quick and easy to
do....

Please note your account will need to be active and you must know your current
password to sign up. If you don't currently know your password, you will need an
LRC or ICT team member to reset it for you first.

0 visit: https://aka.ms/ssprsetup
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Sign in to your account
Using your Exeter College
E-Mail Address and Password



https://aka.ms/ssprsetup

9 Set up your account verification options

If you forget a password and need to reset it, we will need to verify your
accountand that you are who you say you are.

In person we might ask you to confirma part of your address, ID
number, or a telephone number.

To be able to use the Self Service options, you'll be sent a token
number every time you use the service.

don't lose access to your account!

To make sure that you can reset your password, we need to collect some info so that we can verify who you are. We won't use this to spam you —we'll just use it to make
your account more secure. You'll need to set up at least 1 of the options below

0 Authentication Phone is not configured. Set it up now

o Authentication Email Address is not configured. Set it up now

Cancel

Choose how you would like to receive this token. You only need to set
up one of the options, but can set up both if you prefer.

G Authentication Phone 1s not configured. Set it up now

0 Authentication Email Address is not configured. Set it up now

Please note: If you choose “E-Mail Address” — this should be your
non-college email account, i.e a personal Gmail, Hotmail, iCloud
account.
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9 Set up your account verification options (Continued)

don't lose access to your account!

Authentication Email Address

||'c- olothbrook@execolldev.onmicrosoft.com| |

Please verify your authentication email address below. Don't use your primary work or school email.

|

@ & ntp

Reply

Exeter

Inbox

In this example, the E-Mail
authentication option was
chosen.

To help

So you would receive an email
from Microsoft with a security
code init.

@ Exeter College account email verfication code - Mozilla Firefox (Private Browsing)

s://outlock.office365.com/owa/projection.aspx

Teday, 1:10 PM

0 always show content from this sender, click here,

m x
>

all| v Delete  Junk|v e

College account email verification code

Microsoft Online Services Team <msonlineservicesteam@microsoftonline.com>
® D Replyall |v

Rollo Lothbrok

protect your privacy, some content in this message has been blocked. To re-enable the blocked features, click here.

Youl
The Azure Active Directory Team

Next, enter this security code
backinto the web page from a
moment ago to confirm that
you own this email account.

don't lose access to your account!

Please verify your authentication email address below. Don't use yo

Authentication Email Address

We've sent an email message containing a verification code to your inbox.

ur primary work or schoal email.
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a You're all set

Congratulations! You have successfully set up access to the
Self Service Password Reset service.

5 [Y don'tlose accesstoyour %

< C @ Secure | hitps//accountactivedirectory.windowsazure.com/Password t/Register.aspx?regref=ssprsetup

N3 Innovations Demo C

B2 Microsoft ROLLOLOTHBROK@exe-collacuk | 27

don't lose access to your account!

don't lose access to your account!

Thanks! We'll use the info below to recover your account if you forget your password. Click *finish” to close this page.
0 Authentication Phone is not configured. Set it up now

Authentication Email Address is set to rollolothbrok@execolldev.onmicrosoft.com. Change

Finish Cancel

o Why not double up?

If you want to add another verification method, simply repeat the
process for each of the “Set it up now” links above.

le.
« Authenticate with phone, or
* Authenticate with E-Mail Address

You might find using a mobile phone is quicker and easier than using an

E-Mail address, but it is worth setting up both options in case you lose
your device.
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PASSWORD
]

Reset a forgotten password

As long as you have already registered for the Self Service Password Reset
(SSPR) service, you can reset your own password, by typing the following
address into a browser:

o visit: https://aka.ms/sspr

Enteryour Exeter College email address & typein the

capture security code.
(to ensure you’re not a robot)

Example: user@contoso.onmicrosoft.com or user@contoso.com Q“
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https://aka.ms/sspr

9 Verify youraccount

Get back into your account

verification step 1 > choose a new password

Please choose the contact method we should use for verification:

{*] Email my alternative email

address R,
address (ro *@execolldev.onmicrosoft.com).

If you chose email when setting
up Self Service Password Reset,
you will get the option to receive
your reset code by email. The
code will be sent to your second /
personal email address.

If you chose Mobile or Phone, you
will be able to opt for a text
message, or Phone call to get
your code.

Enter this “verification code” into
the

You will receive an email containing a verification code at your alternative email

@ Excter College account email verification code - Mozilla Firefox (Private Browsing) - o x
@ @ https://outlook.office365.com/owa/projection.aspx o % =
_ "
< Replyall| v I Delete Junk|v  sss X

Exeter College account email verification code

o Microsoft Online Services Team <msonlineservicesteam@microsoftonline.com>
® 9 Replyall |v
Today, 1:29 PM

Rollo Lothbrok ¥

Verify your email address

Thanks for verifying your ROLLOLOTHBROK@ege-coll.ac.uk account!

Your code is: 889086

Yours sincerely,
The Azure Active Directory Team

Microsoft

box

Get back into your account

verification step 1 > choose a new password

L2 Email my alternative email
address

Please choose the contact method we should use for verification:

We've sent an email message containing a verification code to your inbox.

Enter your verification code

Are you having any issues?

Self Service Password Resets (SSPR)

exeter college



Choose a new

Password Get back into your account
verification step 1 v > choose a new password
Enter your new password, and
againin the confirm password iff_‘f_’_fj‘_“_"“””‘“ |
bOX. * Confirm new password:
[ cemmeenens | |
You may need to sign in again core

with your new password.

0 Tips on choosing a password

Avoid easy to
discover (nfo, like
pet names and
birthdays

Garfield9?

Passwords used on Exeter College systems:

* Must contain at least eight characters and should include any
three of the following:

* Uppercase letters, lowercase letters, numbers, special
characters (such as 1**:/\<>)

* Must be changed every 59 days

« Cannotreuse any of your last 15 passwords (you should always
createa new one)
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